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Adapting to the remote norm:

Imbalances in work-life and
cybersecurity equations

Foreword

Keep pace with changing security needs

A recently released survey by Enterprise
Technology Research (ETR) found that the
percentage of workers around the world that is
permanently working from home is expected to
double in 2021.1

However, such a transition for most industries—
including but not limited to technology, healthcare,
insurance and real estate—to working remotely
outside the office firewall comes with its own set of
unique challenges: planning, scalability and security.

An unmonitored remote work environment can be
exploited for potential vulnerability. When human
error is added into the mix, the potential for adverse
impact compounds, resulting in financial costs and
reputational damage for an organisation.

IBM’s X-Force Threat Intelligence Report found
that coronavirus-themed spam jumped by more
than 6,000% from 11 March until 8 May last
year?. Cyber attacks today are sophisticated, and
the threat-surface increases as more and more
employees start working remotely. Employees are
accessing corporate networks via their personal
devices and this exposes security vulnerabilities
that may exist in the organisation. These incidents
directly add to the costs of data breaches. In fact,
industries such as energy, healthcare and retail
have already experienced an increase in data
breach costs®.

How can businesses protect and future-proof
security amidst this rapidly evolving digital-first,
offsite work environment?

Businesses should invest in solutions related to
security orchestration, automation, response
strategy and resources to enhance threat detection
and improve incident response capabilities and
response times. Organisations must take smart
and bold business decisions to identify and deploy
governance, risk management and compliance
programs to prevent unauthorised access to their
data; both on-prem and in the cloud.

To help organisations keep pace with changing
market needs, IBM has built one of the most
advanced and integrated portfolios of enterprise
data security products and services. IBM’s
cyber-elite specialist team helps guide clients to
effectively create their cybersecurity strategy and
leverage AI and data analytics to manage risks
better in this new normal.

From detecting unusual behaviour and taking
corrective action to verifying and auditing
enterprise assets, and from gaining visibility and
control over company assets to delivering threat
monitoring and response, IBM can partner with
your business to help it become future-ready and
truly cyber-resilient.

Matthew Glitzer,
Vice President,
IBM Security,
APAC

1 “Permanently remote workers seen doubling in 2021 due to pandemic productivity — survey”, Reuters, October 23, 2020
2 COVID-19 cyberwar: How to protect your business, IBM Institute for Business Value, Jun 2020
3 Cost of a Data Breach Report 2020, Ponemon Institute and IBM Security, Jul 2020
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Through interviews with CxOs across Asia, The Economist
Intelligence Unit examines remote work and cybersecurity
challenges that covid-19 has brought to the competitive landscape.

With the covid-19 pandemic far from over, its
long-term impact is still a source of uncertainty for
businesses in 2021. One outcome that looks set to
last, however, is the shift to remote work.

Broadly, remote work seems to have been a

net positive for Asia’s businesses, resulting

in greater feelings of autonomy among staff

and, in some cases say our interviewed CxOs,
boosting productivity. At the same time, remote
work has posed a challenge for IT departments

as they scrambled to accommodate workflow
while securing systems. This dynamic has

forced companies to adapt and modernise more
rapidly than they might otherwise have under
normal circumstances, which could also prove
positive in the long run. Another upside may be
increased awareness of cyber attacks beyond IT
departments. Some argue covid-19 has spurred
companies to become more rigorous in combating
threats, which are growing along with technology’s
sophistication and influence, a condition that would
have been true with or without the pandemic.

According to figures published in The Economist,
“before the pandemic only 3% of Americans
worked from home regularly.” As of December
2020, a study® from Upwork, an online jobs board,
suggested that number has reached just over 40%.
In Asia, the pandemic hit sooner but perhaps not as
hard as in America, and the percentage of people
working remotely can vary greatly from country

to country. But with many of the multinational
corporations active in the region, remote work

may prove to be even more persistent than in the

West. Many firms, particularly in the financial-
services sector, already spread operations across
jurisdictions from Mumbai to Melbourne. To gain a
deeper understanding of how the trend is affecting
Asia’s companies, The Economist Intelligence

Unit spoke with regional C-suites. The goal was to
find gaps in perspectives between IT and non-IT
leadership. Instead, views have come out closely
aligned from the CEO to the CIO.

“We’ve always worked
remotely but the average
number of people doing
that was usually 250 per
day and we had to upgrade.”

Sami Yalavac, Australia and New Zealand
CIO, Bupa

The extent to which working remotely has taken

hold does, of course, vary by company and country.

“We went through different phases. When [covid]
hit in early March, everyone worked from home,
then at different stages people applied different
rules,” explains Sami Yalavac, the Australia and

New Zealand CIO for Bupa, a health insurance firm.

“We’ve always worked remotely but the average
number of people doing that was usually 250 per
day and we had to upgrade.” Across Australia and
New Zealand, the company has opened about 25%

4 “Is the office finished?”, The Economist, September 12th, 2020, https://www.economist.com/leaders/2020/09/12/is-the-office-finished
5 “Economist Report: Future Workforce” https://www.upwork.com/press/releases/economist-report-future-workforce
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of its offices—but 90-100% of its 4,000 regional
staff still choose to work from home.

Wong Sze Keed, CEO of AIA Singapore, says “70%
of our employees are working remotely at any given
time—employees from each group work in the office
at least three days per week on a weekly rotation.”

“70% of our employees are
working remotely at any
given time—employees from
each group work in the office
at least three days per week
on a weekly rotation.”

Wong Sze Keed, CEO of AIA Singapore

At FWD Group, an insurance company, significantly
less than half the regional workforce is in the office
today, according to Simeon Preston, the firm’s
group chief operating officer.

One of the obvious challenges emerging with
remote work has been an imbalance in the
traditional work-life equation. According to our
interviews, one of the biggest staff challenges with
working from home is the exhaustion that comes
from an overload of video meetings and difficulty
knowing when to switch off—where the workday
ends is less distinct. “You can feel as if you're
always at work,” Mr Yalavac says.

An associated imbalance is also apparent with
security. “It’s hard to divorce security-for-work
from security-for-personal-life,” says Mr Yalavac.

Covid-19’s dispersal of workforces to remote
locations has raised the stakes. “We’ve had no
exposure as a consequence of covid but the threat
has risen,” says Mr Preston. “If everyone is in the
office, they are within the firewall, so protecting the
perimeter is easier,” he states simply.

“An unmonitored work environment, which is
remote, provides a lot of opportunities for anyone
to exploit a vulnerability,” says Ratan Jyoti, the
chief information security officer at Ujjivan Financial
Services in India. “Employees can be targeted

by specialised malware with a target to infect the
enterprise system.” Mr Preston further explains:

“If you’re relying on a cloud provider, you’re relying
on their security as much as yours.”

For CapitaLand, a real-estate group with a
relatively traditional analogue working culture,

the pandemic has “forced digitalisation”, notes
Jihong He, chief corporate strategy officer and data
centre chief executive. Remote work has meant

a shift in policy to greater flexibility. She views

the change positively but says it hasn’t been easy
from an IT standpoint. “Having the IT capacity to
manage that amount of data and digital processes
remotely, that was a challenge,” she says.

From the worker perspective, companies are
looking to plug vulnerabilities. “One important,

and sometimes overlooked aspect of cybersecurity
is the human factor,” says Ms Wong. “We frequently
educate and engage employees on best practices.”

Ms Wong adds: “Working remotely has been a real
test for many businesses. From an IT standpoint,
some of the biggest challenges faced include
expanding our infrastructure capacity to enable
users to connect to our AIA network VPN [virtual
private network] with minimal hassle, as well as
expediting a secure and reliable mode of customer
engagement and transactions.”

Mr Jyoti says his firm has developed a

“revised version of remote working policy

and procedures, tailored after the pandemic to
help each department align with requirements,”
which includes new authorisation forms and
checklists for end-users as well as new security
awareness training. “People used to just email
each other,” says Bupa’s Mr Yalavac. “We now have
new policies, like if you’re from a third party you
have to use a secure exchange portal.” Mr Preston
describes increasing tests and drills.
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“As you develop the skills of remote working as an
organisation, I think you can reach out to better
resources,” Mr Yalavac speculates. “I may have
avendor in interstate or overseas rather than in
Melbourne. It doesn’t matter where something is
manufactured; now that’s happening in knowledge-
based businesses.”

In Vietnam, where the virus has not created quite
as much havoc as in most countries, FWD’s offices
are essentially back at full capacity, according to
Mr Preston. The same is true at Ujjivan Financial
Services in India, where Mr Jyoti explains only a
small percentage of the firm’s employees currently
are working remotely.

“We plan to continue this hybrid working
arrangement permanently, says Ms Wong. “A
survey of our employees indicated their preference
for the flexibility telecommuting allows.”

“I think [remote work] will be ongoing and forever,”
Mr Yalavac says. In a normal environment, the shift
to remote working still “might have happened over
the next 10 or 15 years, but covid made it happen
in one year”.

Whatever the present situation, all the CxOs agree
there has been an upside to working outside the
office. “We’ve seen productivity gains and had
feedback that employees have enjoyed being

able to manage work around their families,”

says Mr Yalavac. For AIA, “the speedy pivot

to telecommuting has posed its fair share of
challenges, but what has been the most surprising
to us is that staff productivity has increased during
this period,” says Ms Wong. At FWD, Mr Preston
has not seen a radical change in productivity, but

makes clear that it has not diminished. He points

to traffic-clogged cities such as Jakarta and Manila
as obvious examples of places where working

from home is likely to prove refreshing for people
who would otherwise face commutes of up to

three hours, each way. Mr Jyoti describes some
unexpected benefits that have come in the form of
new urgency and time to complete IT or security
projects, “which are usually hard to get done during
business hours and limited downtime periods.”

The CxOs interviewed for this article generally saw
advantages in remote work, whether from an IT or
managerial background. “Not for cost reasons,”
says Mr Preston; “we will continue to encourage
[staff] to work from home when they don’t need to
be in [the] office. We’re making concrete changes
to make people aware they can work from home.
We’re almost making it a permanent feature.”

Permanently adapting to a remote-work norm means
companies and staff will need to recalibrate their
work-life, and by association cybersecurity, balance.

David Blecken was the author of the report and Jason Wincuinas was the editor. Additional insights for this
article were obtained from in-depth interviews with experts. Our thanks are due to the following individuals:

- Jihong He, chief corporate strategy officer and data centre chief executive, CapitaLand

- Ratan Jyoti, chief information security officer, Ujjivan Financial Services

= Wong Sze Keed, Chief Executive Officer, AIA Singapore
= Simeon Preston, chief operating officer ASEAN, FWD Life

= Sami Yalavac, chief information officer Australia and New Zealand, Bupa
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or liability for reliance by any person on this report or any of the information, opinions or conclusions set out in this report. The findings and views

expressed in the report do not necessarily reflect the views of the sponsor.

© The Economist Intelligence Unit Limited 2021

4




